Questionnaire Explanation

This file presents a questionnaire that takes into consideration a significant part of all
questions that are used in the decision model. The goal of this decision model is to propose a
solution for unwanted UAV presence around any type of airport. The primary goal of this
questionnaire, that considers a part of all propositions, is to get feedback on the questions and
the result of the model. This questionnaire is the basis of the decision model that we have
implemented in order to recommend solutions against unwanted UAVs for stakeholders such
as commercial airports and recreational airfields. Note that throughout this questionnaire, we
use the point of view of Eindhoven Airport. That is, all propositions should be answered with
the needs, wants, and ideals of Eindhoven Airport in mind. We address a multitude of
propositions in the questionnaire, as well as provide context and motivation for these
propositions. The motivation and context provided with each proposition are mainly for
support and explanation of the proposition.

We have decided to split the questionnaire into propositions that consider the two main types
of anti-UAYV solutions, namely detection, and neutralisation. On the one hand, the
propositions that consider a solution for detection only provides a means to alert the airport of
the presence of a UAV. On the other hand, the propositions that consider a solution for
neutralisation only provides a means to take down the UAV once detected.

For each proposition, the individual taking the questionnaire has to indicate to what extent
they agree with the proposition. The options presented are "disagree’, neutral’, and "agree’.
The individual can indicate which option they choose by putting an "X’ in the respective cell.
This system is used rather than a 5-point scale system as only an indication of what the
solution has to offer is needed. Furthermore, it is incredibly complicated to divide solutions
into various scales when compared to when considering two main groups.

General questions

We first consider some general questions in order to process this feedback to improve the
current decision model and the questions involved.

1. What do you personally think are the best solutions and why when it comes to detecting
unwanted UAVs in the airspace?

2. What do you personally think are the best solutions and why when it comes to
neutralising unwanted UAVs in the airspace?



3. How useful do you think a framework is that can give an indication on what kind of
solution fits the needs, wants, and ideals of an airport. Note that this is not only meant for
commercial airports, but also for recreational, and military ones.

Detection

1. I want to be advised on an anti-UAYV detection solution

Disagree | Neutral | Agree

Category: Need for a solution

Explanation: Because of the two different types of anti-UAV solutions, we decided to give the
user the possibility only to pick one of either two types. Of course, it is still possible to be
recommended for both types of solutions. This is done by agreeing to this proposition and the
same proposition in the neutralisation questionnaire.

Motivation: Certain small airports may decide due to budget constraints only to invest in
detecting solutions, and merely to wait for the unwanted UAV to go away. Furthermore,
certain airports which already have a decent neutralisation solution and do not want to invest
in that again may only opt for a detection system.

2. The detection system must be able to detect UAVs within a range of at least
4000m

Disagree | Neutral | Agree




Category: Range

Explanation: The solution must work as described in the area inscribed by a circle with a
radius of 4000m, centered at the detecting part of the solution.

Motivation: The range has an enormous influence on the cost of the solution, which the user
most likely wants to minimize, while also having a proper solution. For small airports, there is
no immediate need to have a solution that covers three times the area of the airport. For larger
airports, a solution that only covers half of the area is also not a favourable option.

3. The detection system must detect illegal UAV presence within 1 second

Disagree | Neutral | Agree

Category: Speed of Operation

Explanation: The time between the unwanted UAV entering the range of the anti-UAV
solution, and the actual detection, must be less than one second.

Motivation: The timing of detecting unwanted UAVs can be crucial at certain airports where
security is a top priority, such as military airports. However, for some airports, the timing
must be done quickly, but not close to instant.

4. The detection system must not make any loud noises annoying people around
the airport

Disagree | Neutral | Agree

Category: Disturbance of the environment

Explanation: Certain solutions can emit a constant sound during operation, which could be an
annoyance to people at or around the airport. Furthermore, some neutralisation solutions can
also cause quite a loud noise when they are being operated.

Motivation: The annoyance of people can be a less crucial factor in very remote airports with
few passengers, such as military bases. However, at large airports with lots of (easily
frightened) passengers, one might refrain from solutions which make loud noises.

5. Most detection systems make use of Radar techniques to detect unwanted
UAVs, however, privately built drones can be made of materials such that they



are not picked up by radar systems. Hence, the detection system should not only
rely on Radar techniques for detection

Disagree | Neutral | Agree

Category: Effect on Different Types of UAVs

Explanation: There are different types of commercial UAVs, ranging from C1 being very small
UAVs, to C4 being large and heavy UAVs. Some solutions can be very effective on smaller
UAVs, but the larger UAVs may require more costly solutions. Furthermore, the technology
used in privately built drones can different from the technology used in commercial drones.

Motivation: Smaller recreational airports may decide only to be able to detect or neutralise
smaller UAVs, since neutralising larger UAVs can result in more expensive solutions. If an
airport concludes from investigations that they will most likely never encounter the larger C4
UAVs, then they can opt for a solution that only takes down the smaller UAVs.

6. The detection system must be able to scale with the growth of the airport in
size

Disagree | Neutral | Agree

Category: Scalability

Explanation: When an airport grows in terms of size due to economic prosperity, the solutions
must be able to easily expand with the growing airport. Some detection solutions, for example,
can be more easily scaled by adding another small subpart, whereas other solutions may
require adding a whole new unit as if you have two systems.

Motivation: Some airports have already planned to grow and extend over the coming ten
years. However, some airports have already reached their cap, meaning that they know that
they will not scale up in the coming decade. For these airports, it is not wise to spend extra on
solutions that have invested research into making their solutions more scalable.



7. The detection system must be able to detect multiple UAVs concurrently

Disagree | Neutral | Agree

Category: Number of Drones it Can Handle

Explanation: Some solutions can handle multiple drones concurrently. On the other hand,
some solutions (such as an aimed jammer), can only be aimed at one UAV. Then, only one
UAV can be detected or neutralised at the same time.

Motivation: There are smaller airports that argue that the probability of two drones causing a
disturbance at the same time is highly unlikely. Especially when saving costs, it might be wise
to not spend extra money on more expensive solutions that can handle multiples UAVs
concurrently.

8. The detection system must not emit any CO2

Disagree | Neutral | Agree

Category: Emission
Explanation: Some solutions can be powered by fossil fuel, meaning that they emit CO2.

Motivation: The transition to green energy can be the main priority for airports, whereas the
emission of CO2 can be of much less importance for other airports who care less about these
regulations.

9. The detection system must fit in an area of 0.5m’

Disagree | Neutral | Agree

Category: Size

Explanation: A solution is a physical object, which takes up a particular space. Some solutions
are much more compact than other solutions.



Motivation: Some airports may be small and not have enough space to have specific solutions
that take up too much space.

10. The detection system must be able to properly identify the UAV

Disagree | Neutral | Agree

Category: Identification

Explanation: Regulated drones also emit an identification signal, from which for example the
product code and links to the owner can be enclosed. This proposition states that the solution
is able to not only detect but also identify drones that emit these identification signals.

Motivation: Although not all drones emit these signals, some airports may find it worth the
cost to be able to identify these drones.

11. The detection system must be able to detect UAVs automatically

Disagree | Neutral | Agree

Category: Level of Autonomy

Explanation: For specific solutions, a certain extent of human interaction is needed in order for
the detection system to operate. This proposition puts a constraint of the detection system not
requiring any form of human interaction.

Motivation: In some instances where 24/7 protection is needed, it might be useful not to need
any human interaction when it comes to the services provided by the detection system. This is
especially useful since human interaction only requires more effort that could potentially
result in errors being introduced.

12. The detection system must be able to operate in the event of a power outage

Disagree | Neutral | Agree

Category: Power Outage



Explanation: This proposition states that the detection system must be able to operate after
there has been a power outage. This can be through various ways, such as the detection
system making use of a battery.

Motivation: For some airports, it is vital that even after a power outage, the detection system
still functions. It is, however, also possible that this is not a significant issue.

13. The detection system must be able to operate under any weather condition

Disagree | Neutral | Agree

Category: Weather

Explanation: This proposition states that the detection system must be able to detect UAVs
under any weather condition. This means that UAVs should be detected even when there are
hazardous conditions.

Motivation: Some individuals might not want to put this constraint upon the solution as
UAVs might not be able to fly under certain hazardous conditions.

14. The detection system must be able to operate 24/7 (assuming no outages, et
cetera take place)

Disagree | Neutral | Agree

Category: Time

Explanation: This proposition focuses on the solution providing 24/7 coverage when it comes
to the detection of the UAVs in the airspace around the airport within a certain distance.

Motivation: For some airports, it might be essential that there is 24/7 coverage because there
are flights 24/7. For other airports, this might not be as important as they do not consider
flights 24/7.

15. The detection system must be able to detect UAVs at night

Disagree | Neutral | Agree




Category: Time

Explanation: This proposition focuses on the constraint that UAVs should not merely be
detected at daytime, but also at nighttime.

Motivation: Certain airfields (recreational) where only flights are active at certain times during
a week with set hours are not as interested in solutions that provide their services 24/7. Then,
for these instances, it is attractive to consider solutions that contain fewer constraints due to
this relieving the costs of the solution.

16. The detection system must be able to be moved around instead of the
solution being a "permanent’ installation.

Disagree | Neutral | Agree

Category: Portability

Explanation: An airport can have the preference of a solution being portable. With this, we
mean that it is possible for this solution to be "picked up” and deployed elsewhere. This results
in the airport being able to deploy the solution almost anywhere in their area while not having
to invest in a solution that covers the whole area by itself.

Motivation: Certain airports might not require a fully automated system that is active 24/7 due
to financial constraints. Then, it is possible that they are interested in a less expensive solution
that does not need to be active 24/7. Considering a portable solution is then an option. This
solution can then be deployed when needed.

Neutralisation

1. The neutralisation system must be able to neutralise UAVs within a range of
at least 1000m from the neutralisation system

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.



2. The neutralisation system may neutralise unwanted UAVs within a few
minutes rather than instantly

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

3. The neutralisation system must not pose any threat to humans, for example
when a UAV falls from the sky after being neutralised

Disagree | Neutral | Agree

Category: Danger to Humans

Explanation: Some solutions, such as lasers, damage a UAV mid-air, meaning that it will most
likely fall to the ground. Other solutions, however, do not have this issue.

Motivation: Crowded airports may want to invest money in order to minimize the danger to
humans. However, other airports where there are much less passengers, the risk is also lower
and hence, airports may decide not to spend too much money on this.

4. The neutralisation system must not emit any CO2

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

5. The neutralisation system must be suitable to use in locations close to
residential areas

Disagree | Neutral | Agree

Category: Disturbance to the Environment



Explanation: Some solutions are less conservative than other solutions. For example, some
solutions can cause great harm to others when misused, which is especially harmful when the
airport is close to any residential areas.

Motivation: Some airports that are located in a crowded area might be looking for solutions
that cause less danger to the immediate environment, whereas airports that are located in
practically the middle of nowhere do not have to worry about this.

6. Almost all commercially available UAVs use predictable Radio Frequencies
for communication, however, the neutralisation system must also be able to
neutralise UAVs (possibly privately built) that use other communication
methods

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

7. The system must be able to neutralise a drone threat without destroying the
drone in question

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

8. The neutralisation system must be easy to extend

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.



9. The neutralisation system must be able to neutralise swarms of UAVs
simultaneously, rather than only being able to deal with a single UAV at a
time

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

10. The neutralisation system must be able to neutralise UAVs under any
weather circumstance

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

11. The neutralisation system must be able to operate 24/7

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

12. The neutralisation system must be able to neutralise UAVs at night

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

13. The neutralisation system must be able to be moved around instead of the
solution being a "permanent’ installation

Disagree | Neutral | Agree




This proposition has been explained and motivated in the section for detection.

14. The neutralisation system must be able to be used without training of the
employees

Disagree | Neutral | Agree

Category: Level of Training

Explanation: Some solutions are much more complex than others, and require a significant
extra training course for the employees that operate these solutions. On the other hand, some
other solutions are much easier to use.

Motivation: Smaller airports who do not want to invest in the extra training hours may want a
solution that does not take a lot of training, especially when it is only one employee who
needs to be trained. Furthermore, airports where there are a lot of part-time employees might
suffer more from having to train all these people.

15. The neutralisation system must be able to operate in the event of a power
outage

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.

16. The neutralisation system must be able to neutralise UAVs without human
input

Disagree | Neutral | Agree

This proposition has been explained and motivated in the section for detection.



Closing questions

It is important to obtain feedback and to use this appropriately in order to improve the current
decision model and its questions.

1. What is your opinion on the different categories used for the propositions? Were they
diverse enough or not at all? Is a certain category that you expected missing?

2. What is your opinion on the propositions proposed? Were they diverse enough or not at all?
Is a certain proposition that you expect missing?

3. Other remarks

Thank you for filling in this questionnaire.

Please send it back to the e-mail it was sent from.



